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Instructions to Call Recording

1. Summary

Call recording enables you to record a call. It depends on the support of server and the duration you can record for is also
defined by the server. Yealink phones, including T20, T22, T26 and T28, with firmware version not lower than V50, support
to set a DSS Key as record button that can be pressed during a call to request a recording to the server. The phones
themselves don’t have memory to store the recordings, what they can do is only to trigger it on the server and indicate the
recording status.

Normally, there are 2 main methods to trigger a recording on a certain server (PBX). One is for the phone to send to the
PBX a SIP INFO containing a specific header. The other is for the phone to send an HTTP URL to the PBX. Certain server
will know to deal with such messages and decide to start or stop a recording. This document will show you how each
method works and how to configure for each.

2. Recording triggered by SIP INFO

2.1 Configurations on the phone

(1) Via web management through page Phone -> DSS Key. Any DSS Key can be configured by selecting Type as

ECmETmeTm - T

Preference | Features | DSSKey | EXTKey | Volce | Ring | Tomes | Dil

Memory Key >> @

DSS Key 1| KeyEvent _ f Record w1 [ | |
DSSKey2 [NA 8| Conferance 1 i Il |
DSSKey3 [N/A | Conferenc 1 [ I |
DSS Key 4 [ 1/A #|| conferencs Line 1 [ 1l |
DSSKeyS [HNA v« - 2 1 | [] |
DSSKey6 [N/A | Conference [ 1] |
DSSKey7? [N/A | Conference 1 | Il |
DSSKey8 [N/A | conferenc ! I |
DSSKeyd [N/A M| Conference 1 i Il i

DSS Key 10 | /4 8| Conference 1 i Il |

Line Key >>

Programmable Key >>

l___'__: R
| Confirm | | Cancel |
| —| | ——
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(2) Via phone menu on LCD through Menu -> Features -> DSS Keys. Similar as it is on web page, just to configure
any wanted DSS Key as below:

i DSS Key 1 )
1. Type: Key Event ok @
2. Key Type: Record ap

Back | rSWitEh }Ir Save ]

2.2 How the SIP INFO works

2.2.1 Start a recording
Assume that you have DSS Key 1 configured as above, during an active call, if you press this button for the first

time, the phone will send out a SIP INFO to the PBX. The SIP message is like:

Frotocol Info
358 20 ‘5 15:00:52,463: 10.1.4.148 152.168.1.199 SIP REQUEST: INFO
350 2010-03-25 15:00:32.463: 192,168.1.1939 10.1.4.148 SER Status: 100 Trying
360 2010-03-26 15:00:32.463 192.168.1.1%% 10.1.4.148 SR Status: 200 Ok

| Frame 358 (410 bytes on wire, 410 hytes captured)
Ethernet II, Src: Xiamenye_11:30:68 (00:15:65:11:30:68), Dst: Cisco_lb:6h:c2 (00:25:46:1kh:6kb:c2)
Internet Protocol, Src: 10.1.4.148 (10.1.4.148), Dst: 192.168.1.199 (192.168.1.1599)
User Datagram Protocol, Src Port: 5063 (5063), Dst Port: sip (50600
| session Initiation Protocol
# Reguest-Line: INFO sip:6l4@1592.168.1.195:5060 SIP/2.0
= Message Header
® via: SIP/2.0/U0DP 10.1.4.148:5063; branch=z9hG4bK1139980711
# From: "827" <sip:827@192.168.1.199>;tag=20664300997
F To: <sip:6l4@1%2,168.1,199>;tag=371745247
Call-I0: 1895019%406810.1.4.148
[ Cseq: 2 INFO
F Contact: <sip:827@10.1.4.148:5083>
Max-Forwards: 70

H 1] 9nk SIP-TZEBP 2.50.23.1
| rRecord: on
orCent-cengehi: O

Receiving such a message, the certain supporting server will know to start recording.

2.2.2 Stop the recording
To stop recording, just to press the same button for the second time, with which the phone will send the SIP INFO

like below:
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Destination Protocel  Info

= I SRR 16/.168.1.155 SIF Requast: INFO sip:6ldf
205 20010-03-26 15:10:16.023818 1%2.168.1.15% 10.1.4.148 SIP Status: 100 Trying
206 2010-03-26 15:10:16, 023827 192.168.1.199 10.1.4.148 BIR Status: 200 oK

Frame 204 (412 bytes on wire, 412 bytes captured)

Ethernet II, sSrc: xiamenye_11:30:68 (00:15:65:11:30:68), Dst: Cisco_lb:6b:c2 (00:25:46:1h:6bh:c2)

Internet Protocol, sSrc: 10.1.4.148 €10.1.4.148), Dst: 192.168.1.199 (192.168.1.199)

User Datagram Protocol, Src Port: 5063 (5063), Dst Port: sip (5060)

session Initiation Protocol

E Reguest-Line: INFO sip:61l4@1592.168.1,199:5060 SIP/2.0

= Message Header

M via: SIP/2.0/UDP 10.1.4.148:5063; branch=z0hz4bK1619489730

From: "B27" <sip:B27E192.168.1.19%9>;1tag=183165%45891

To: <sip:Ela@le?. 168, 1.159%;tag=2228378244

Call-Ip: 10518865353@10.1.4._ 1458

Csen: 3 INFO

Contact: <s5prE27E10.1.4.148:5063

Max-Forwards: FO
Bl i@l link SIP-T28P 2.50.23.1

F F

3]

#

Receiving such a message, the certain supporting server will know to stop recording.

3. Recording triggered by HTTP URL

3.1 Configurations on the phone

(1) Via web management through page Phone -> DSS Key. Set any DSS Key by selecting the Type as URL Record and
assigning the Expansion with a certain URL. This is tested with Epygi PBX and the URL for this PBX is

http://10.1.2.224/phonerecording.cgi?model=yealink where IP 10.1.2.224 indicates the SIP server address. As
shown below:
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RN -

Preferance | Features | PSSKey | EXTKey | voice | Ring | Tones | Dl

Memory Key == (7]

DSS Key 1 ||_LIRL Record vj ¢ 1 Lg_gi_?_ljnodel=ye_a_!i|_‘_|}g!! '

DSS Key 2 | 1N/A 3| conference 21 | i ]
DSSKey3 /A ¥ arance ne 1 i i i
DS Key 4 (/A [ conrerence  ¥{Line ; [ | |
psskey5 [va 8| conferenc . i Il ]
DSSKey6 [M/A ¥ Conference 1 | Il |
Dsskey7 (WA [HB] conference 1 ! I ]
DSsKey8 [N/A | Comference - 1 i Il i
DSSKey9 [MA [ conference . ! Il !
DSSKey10[N/A (| Conference el [ I ]
Line Key >>

Programmable Key ==

I_ Confirm | | Cancel

(2) Similarly, it can be configured via phone menu through Menu -> Features -> DSS Keys, as shown below:

[ DSS Key 1 j

1. Type: URL Record - @
2. URL Record: httl]:ffll].l.Z.EE-llf

f Back ]f 2aBb ]f Del ]( Save ]

3.2How the HTTP URL works

3.2.1 Start a recording
Take Epygi PBX for example, assume that DSS Key 1 is well configured as above, by pressing this button during an

active conversation; the phone will send a HTTP GET to the server, like below:
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Source Destination Frotocol | Info
HTTF GET /phon

415 2010 2 7 10.1.4.148
461 2010-03- L RO ST

r
K

156 : HTTP/> HTTP/1.1 200 O
3052 2000-03-26 16:59:24.109594 10.1.4.148 s HTTP GET /phonerecording. cgi?model=yealink HTTP 1.0
3061 2010-03-26 16:59:24.141408 10.1.2.224 10.1.4.148 HTTP/ X HTTP/1.1 200 OK

2]

Frame 415 (192 bytes on wire, 192 bytes captured)
Ethernet II, Src: Xiamenve_11l:30:68 (00:15:65:11:30:68), Dst: Cisco_lbh:6h:c2 (00:25:46:1bh:6b:c2)
Internet Protocol, src: 10.1.4.148 (10.1.4.148), Dst: 10.1.2.224 (10.1.2.224)
Transmission Control Protocol, Src Port: marcam-Tm (14447, Dst Port: http (800, Seq: 1, ack: 1, Len: 126
ar t Transfer Protocol
=|GET Aphonerecording. cgi?model=yealink HTTP/1.0Nryn
Reguest Method: GET
Reguest URI: sphonerecording. cgi?model=yealink
Reguest version: HTTR/1.0
Host: 10.1.2.224%r%n
User-agent: yealink SIP-T28P 2.50.23.1 00:15:65:11:30:68\r\n
Nrh

B E

N Rz

If it is normal, the server will respond with 200 ok as below:

5 o Time Source Destination Frotocol  Infe

481l 2010-03-26 17:12:50.142374 10.1.4.148 TR HTTF GET sphonerecording. cgi7model=yealink HTTR/1.0

0 i B L4148 L HTTP L. {
1 10— e 10.1.4.148 10.1.2.224 HTTP GET Sphonerecording. cgi?model=yealink HTTR/ 1.0
1224 2010-03-26 17:12:53.610762 10.1.2.224 10.1.4.148 HTTP/>ML HTTP/1.1 200 OK

Frame 525 (314 bytes on wire, 314 hytes captured)
Ethernet II, src: Cisco_lb:6b:c2 (00:25:46:1bh:6b:c2), Dst: xiamenve_11:30:68 (00:15:65:11:30:68)
Internet Protocol, src: 10.1.2.224 (10.1.2.2240, Dst: 10.1.4.1458 (10.1.4.148)
Transmission Control Protocol, Src Port: http (800, Dst Port: mosaixcc (25610, Seg: 1, Ack: 127, Len: 248
Hypertext Transfer Protocol
= HTTR/L.1 200 OrMNFYN
Request version: HTTR/1.1
Response Code: 200

Date: Fri, 26 Mar 2010 09:31:32 GMTWrYn

server: apacheyrin
® Content-Length: 112%ryn

Connection: closesryn

Comtent-Type: Text/smlyrin

AN
extensible Markup Language
= <YealinklPPhoneText>

= <Titles

</Title>
BlasText
I The recording session is successfully started I
</Text>

</YealinklPPhaneText>

3.2.2 Stop a recording
During the recording, by pressing the DSS Key 1 for the second time, the recording will be stopped. The same HTTP
GET will be sent to the server, and the server will respond with the following 200 OK message:
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g Time Source Destination Protocel  Info
829 2010-03-28 18:14:21.200400 10.1.4.148 10.1.2.224 HTTP GET /phonerecording. cgi?model=yealink HTTR/1.0
874 2010-03-28 18:14:21.401734 10.1.2.224 10.1.4.148 HTTR/ ML HTTP/1.1 200 OK
2915 2010 03 28 18 14 32 129529 10.1. 4 148 10.1. 2 224 HTTP GET /phonerecord1ng cgi7model=yealink HTTR/1.0

Frame 2954 (315 bytes on wire, 315 bytes captured)
Ethernet II, src: Cisco_lb:6b:c2 (00:25:46:1b:6b:c2), Dst: xiamenve_11:30:68 (00:15:65:11:30:68)
Internet Protocol, Src: 10.1,.2.224 (10.1.2.2240, Dst: 10.1.4.148 (10.1.4.148)
Transmission Control Protocol, Src Port: http (80), Dst Port: opswmanager (3977), Seqg: 1, ack: 127, Len:
Hypertext Transfer Protocol
® HTTRAL.1 200 OKSNrNn
Date: sun, 28 Mar 2010 10:48:39 GMTNrn
server: apacheirin
# Content-Length: 113%ry\n

cConnection: closesryn

Content-Type: text/ xml\r\n

AN
extensible Markup Language
= <YealinklPPhoneText>

= <Titlex

</Titles

EL<Text

The recording session is successfully stopped. I

< TEXLS
=/fealinklPPhoneText>

249

3.2.3 Error responses:
In some cases, the recording won’t succeed because of some reasons. Here’re some explanations:

The recording box is full, which means that there’s no space to store the recordings. In this case, if you are trying to
start a recording, the server will respond with:

Time Source Destination Protocal Infa
1 2010-03-26 17:08:08.506 10.1.4. 10.1.2.224 HTTP GET /phonerecording. cgi?model=yealink HTTR/1.0
2 2010-03-26 17:08:08.707 10.1.2. 10.1.4.148 HTTRAML HTTR/1.1 200 OK
3 2010-03- 26 17:08:12.139 10.1.4. 10.1.2.224 HTTP GET Xphonerecord1ng cgi?model=yealink HTTRP/L1.0
4 2010- 20 P = i B e W0 B S e e 10.1.4.148 ! A <

Frame 4 (304 bytes on wire, 304 bytes captured)
Ethernet II, src: Cisco_lh:éh:c2 (00:25:46:1h:6b:c2), Dst: Xiamenye_11:30:68 (00:15:65:11:30:68)
Internet Protocol, Src: 10.1.2.224 (10.1.2.224), Dst: 10.1.4.148 (10.1.4.148)
Transmission Control Protocol, Src Port: http (80), Dst Port: dtv-chan-req (22530, seq: 1, ack: 127, Len: 238
Hypertext Transfer Protocol
# HTTR/L1.1 200 OKNrNO
pate: Fri, 26 Mar 2010 09:26:53 GMTYWryn
server: Aapacheirin
| Content-Length: 102%rin
Connection: Closesryn
Content-Type: Text/xmlyrin
“rvn
extensible markup Language
= <YealinklPPhoneText=

2

</Titlex
sText
I probably the recording box is full. I
</ TEXL>
=fealinklPPhoneText= -

Similarly, there may be the following other response from the server:
The recording session cannot be started

The recording cannot be stopped

This call cannot be recorded

4. Listen to the recordings

It depends on the server. Take URL recording on Epygi PBX as example, the recordings are stored in a special
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extension named Recording Box, you can simply dial to that extension to listen to the recordings you have made.

5. The LCD icons during a recording

Based on the response from the server, there will be different ICON indications on the LCD:

Circumstance ICON on LCD display
A recording is started & appears during recording
A recording cannot be started @ appears for 1 second
A recording cannot be stopped F appears for 1 second, then goes back to &
The recording box is full appears for 1 second
Cannot be recorded f:‘ appears for 1 second
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